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...
From November 2016 Australian academics could face a
potential 10-year prison term for sending information overseas if
their ideas fall within the Defence Strategic Goods List (DSGL).
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peers with access to a server hosting that material.
Academics like Kevin Korb are nervous that “overly broad"
definitions in the DSGL could land them in court for teaching
cryptography... and a number of other fields.

Plan

I’ll try to:
Show you some of these laws and try to make some sense
of them
Explain some related ideas from mathematics and
cryptography
Present a facetious-but-not-that-facetious argument that
your calculator could be regarded as a dual-use
military-civilian item (“weapon")
Raise some broader issues
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Section 10
to supply DSGL technology. There is a process for becoming a
registered broker.

(c) the supply is neither for a military end-use nor for use in a
Weapons of Mass Destruction program.
Note:

Division 1—Primary offences
10 Offence—supply of DSGL technology
(1) A person (the supplier) commits an offence if:
(a) the supplier supplies DSGL technology to another person;
and
(b) either:
(i) the supply is from a place in Australia to a place outside
Australia; or
(ii) if the supply is the provision of access to DSGL
technology—at the time of the provision of access, the
supplier is in Australia and the other person is outside
Australia; and
(c) either:
(i) the supplier does not hold a permit under section 11
authorising the supply of the DSGL technology; or
(ii) the supply of the DSGL technology contravenes a
condition of a permit that the supplier holds under
section 11; and
(d) there is no notice in force under subsection 14(1) in relation
to the supplier and the supply.

Note:

Note:

Exceptions
(3A)

Subsection (1) does not apply if:
(a) the supply is not the provision of access to DSGL
technology; and
(b) the supply is made orally; and

Defence Trade Controls Act 2012

No. 153, 2012
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A defendant bears an evidential burden in relation to the matter in
subsection (2): see subsection 13.3(3) of the Criminal Code.

(3) Subsection (1) does not apply if:
(a) the DSGL technology is supplied by or to a person who is a
member of the Australian Defence Force, an APS employee,
an employee of ASIO, an employee of ASIS, a member or
special member of the Australian Federal Police or a member
of the police force of a State or Territory; and
(b) the supply occurs he or she supplies the DSGL technology in
the course of his or her duties as such a person.

Penalty: Imprisonment for 10 years or 2,500 penalty units, or
both.

(1A)

A defendant bears an evidential burden in relation to the matter in
subsection (1A): see subsection 13.3(3) of the Criminal Code.

(2) Subsection (1) does not apply if:
(a) the supply is of DSGL technology in relation to original
goods; and
(b) the supply is by an Australian Community member or by a
member of the United States Community; and
(c) the supply is to an Australian Community member or a
member of the United States Community; and
(d) the supply is for an activity referred to in Article 3(1)(a), (b),
(c) or (d) of the Defense Trade Cooperation Treaty; and
(e) at the time of the supply, the original goods are listed in
Part 1 of the Defense Trade Cooperation Munitions List; and
(f) at the time of the supply, the original goods are not listed in
Part 2 of the Defense Trade Cooperation Munitions List.
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A defendant bears an evidential burden in relation to the matter in
subsection (3): see subsection 13.3(3) of the Criminal Code.

Subsection (1) does not apply if:
(a) the supply is of DSGL technology within the scope of Part 2
of the Defence and Strategic Goods List; and
(b) the supply is preparatory to the publication of the DSGL
technology to the public or to a section of the public; and

Defence Trade Controls Act 2012

No. 153, 2012

(c) there is neither a notice in force under subsection 14B(1), nor
a notice in force under subsection 14C(1), in relation to the
supplier and the DSGL technology.
Note:

A defendant bears an evidential burden in relation to the matter in
subsection (3A): see subsection 13.3(3) of the Criminal Code.

(4) Subsection (1) does not apply in the circumstances prescribed by
the regulations for the purposes of this subsection.
Note:

A defendant bears an evidential burden in relation to the matter in
subsection (4): see subsection 13.3(3) of the Criminal Code.

Geographical jurisdiction
(5) Section 15.2 of the Criminal Code (extended geographical
jurisdiction—category B) applies to an offence against
subsection (1).
Definition
(6) In this section:
place includes:
(a) a vehicle, vessel or aircraft; and
(b) an area of water; and
(c) a fixed or floating structure or installation of any kind.

11 Permits for purposes of section 10
(1) A person may apply to the Minister for a permit under this section
to supply DSGL technology to another person.
Note:

Section 66 sets out application requirements.

(2) Without limiting subsection (1), an application by a person under
that subsection may do one or more of the following:
(a) cover 2 or more supplies by the person;
(b) cover one or more supplies by the person for a period
described in the application;
(c) cover one or more supplies by the person for a project
described in the application.

Defence Trade Controls Act 2012

No. 153, 2012
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Existing Gaps – Intangible Supply
•

A permit is required if an Australian physically exports a
controlled virus. However, if they email instructions on how to
produce or enhance that virus, no permit is currently required.

The Defence Trade Controls
• The Australian Government has no visibility or control over the
Amendment Bill 2015
electronic export of this information, including whether it is
potentially destined for a biological weapons program.

Public Consultation
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DSGL is essentially in two parts:
Part 1: Munitions list
Part 2: Dual-use list
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“information security"
Part 2 — “INFORMATION SECURITY"
5A2 Systems, Equipment and Components
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techniques performing any cryptographic function other than
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b. An “asymmetric algorithm" where the security of the algorithm is based on
any of the following: ...
1. Factorisation of integers in excess of 512 bits (e.g., RSA);
2. Computation of discrete logarithms in a multiplicative group of a finite field of size greater than
512 bits (e.g., Diffie-Hellman over Z/pZ); or
3. Discrete logarithms in a group other than mentioned in 5A002.a.1.b.2. in excess of 112 bits
(e.g., Diffie-Hellman over an elliptic curve);
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DSGL section 5A002.a.1
Essentially:
Any “system" or “equipment" which does sufficiently strong
encryption is covered.
Encryption strength is measured in various ways
(key length, Size of integers factorised, group size)
Note there are many exceptions, not all very clear.
DSGL(roughly paraphrased):
“Basic scientific research": “not primarily directed towards a
specific practical aim or objective."
Software already generally available to the public.
Technology/information in the public domain.
Software necessary for previously authorised items.
Intricate exceptions for specific items.

DTCA:
Supplies preparatory to publication to public.
Some oral supplies.
US/Australian military, intelligence, police.
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Example:
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modulo 12 forms a group under addition (Z12 , +).
Telling the time.
1+1=2

11 + 2 = 1
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Similarly, we can take “remainders after dividing by n" and
obtain integers modulo n with addition (Zn , +).
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Careful!
In (Z7 , +), 2 · 2 · 2 · 2 · 2 = 10 = 3.
In (Z∗7 , ×), 2 · 2 · 2 · 2 · 2 = 32 = 4.
In (Z, +), 2 · 2 · 2 · 2 · 2 = 10.
In (R+ , ×), 2 · 2 · 2 · 2 · 2 = 32.
Whatever operation we have, we can do it repeatedly and
obtain discrete exponentials.
In (Z7 , +), 25 = 3.
In (Z∗7 , ×), 25 = 4.
In (Z, +), 25 = 10.
In (R+ , ×), 25 = 32.
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In (Z, +), 25 = 10 so log2 10 = 5.
Note: In (Z, +), log2 10 asks: how many times do you have to
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Discrete logarithm in Z is also known as... division.
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Two people (Alice and Bob) want to communicate securely.
A and B have no knowledge of each other.
A and B can only communicate over a public channel.
If A and B can establish a shared secret, which they both
know but nobody else knows, they can use it to as a key to
encrypt their communications.
The algorithm used will also be public.
Question
Despite such public conditions, can A and B establish a shared
secret?
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A calculates (g b )a = g ab mod p.
B calculates (g a )b = g ab mod p.
The number g ab (mod p) is A and B’s shared secret.
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p prime
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g ab

A
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g ab

E
Security of the key exchange:
An eavesdropper Eve must compute shared secret g ab
from knowledge of g a , g b , p, g only, in order to listen in.
Finding a or b from g a , g b would allow Eve to compute g ab ,
but this requires finding discrete logarithms modulo p.
a = logg g a , b = logg g b
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The integers (Z, +)!
Has infinitely many elements — far more than 2112 !
Discrete logarithm is just division.
E.g. log3 18 = 6.
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Dan’s Basic Algorithm using Division (BAD)
To encrypt a message:
1

Convert the message to a number m.
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Choose a secret encryption key k .

3

Multiply m by k to obtain the cyphertext c = mk .

To decrypt a message c:
1
2

Obtain the secret decryption key k1 .
Divide c by k (i.e. multiply by decryption key) to obtain the
original message m = k1 c.

WORST. ALGORITHM.
EVER.
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Weapons of maths destruction?
Government unlikely to be coming for calculators any time
soon...
But...
There are serious issues with these laws.
These laws affect university education and research
directly.
A small part of broader issues re security, transparency,
national security, civil liberties.
Laws should be written & implemented by people who
understand them.
Technical knowledge is important in debates on these
topics.
Even if badly written laws are unlikely to be used in bad
ways, they could be so used.
We shouldn’t have badly written laws in the first place!

History

How did we get here?
1990s “crypto wars" over US encryption policy
US Export controls (ITAR)
International arms control: Wassenaar Arrangement
Australian DSGL
2007 Australia-US Defence Trade Cooperation Treaty

Conclusion

Finally...
Don’t stop doing mathematics!

THANKS FOR LISTENING.

